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ABSTRACT

Hardware virtualization is a method that enables multiple
isolated virtual machines (guests) to co-exist on a single physical
computer (host). These virtual machines, which are created by a
hypervisor, have a virtual environment that simulates its own set of
hardware (CPU, hard disk, memory, network controller, and other
components) and its own software [1]. Although virtualization is
an old concept, it has become very important for IT infrastructures
because it reduces hardware, management and energy costs. It does
this by consolidating hardware and increasing server utilization.
Virtual machines can be used for testing software, running
different operating systems at the same time on a host, performing
malware analysis, doing computer network simulation or service
distribution, etc. As with any rapidly growing technology, there
will be those that will use it for criminal activity. Because of this, a
growth in our ability to accurately and efficiently perform digital
forensics on a virtual machine environment must be addressed.
Although virtual machines have been used as some of the tools to
perform forensic investigations of criminal activities in physical
machines, this does not provide the answer of what happens if the
offender is performing its criminal acts in a virtual environment of
a virtual machine instead of a physical machine. The principal
objective of this paper is to explore some of the methodologies and
techniques for performing forensics acquisition, authentication and
analysis of a virtual machine; likewise, this paper will introduce
some core methods that can lead to a good forensic analysis.

1. Introduction

Virtualization technology has developed rapidly because of
the rapid decrease in hardware cost and concurrent increase in
hardware computing power [2]. Consolidation, hardware and
maintenance costs are some of the reasons for using virtual
machines for enterprises. Companies can use a single server for
multiple tasks that normally can take several physical servers to do
them. Many companies have made extensive usage of
virtualization to “virtualize” even entire networks to reduce costs
and increase service efficiency. Distributed computing
infrastructures are becoming increasingly virtualized, a principal
purpose being to make it possible to safely share them across
multiple applications, services, or even different application
components. [3]

Although virtualization has helped IT infrastructures to
reduce costs, it has brought new challenges for forensic
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investigators. Forensic investigations on virtual machines can
become difficult to perform because their procedures might not be
as effective as they are on physical machines. The offender can
create a virtual machine to perform illegal acts in it and then delete
all his/her traces by deleting the virtual machine. Likewise, he
could uninstall the virtual application to make it more difficult for
an investigator to know whether a virtual application was used in
the physical computer in the first place or not.

Companies such as Microsoft, VMware, Oracle, Citrix are
some of the companies that have created commercial and open
source applications that many companies have adopted into their
IT- infrastructures to create and deploy virtual machines
throughout their networks. Because of the widespread use of these
applications, making use of them has become easier and cheaper.
Therefore, developing new methodologies and techniques to
perform forensic investigations on virtual machines is crucial.

In this paper, we explore some tools and methods to perform
digital forensics on virtual machines. Likewise, this paper will
introduce some of the problems that are encountered when a
forensic investigation has to be done on a virtualized environment.
Although this paper will focus on VirtualBox, VMware
Workstation and Microsoft Windows OS, the concepts and
theories can be applied to other operating systems and virtual
applications such as VMware Workstation/Sever/Player, Virtual-
PC and Hyper-V.

2. Background and Motivation

Virtual machines are becoming very important for enterprises
because of the advantages they get from the technology.
Nevertheless, this technology can be used for criminal activities,
which makes forensic investigations more difficult to perform
because of the complexity of this technology. There are many
applications available on the internet that can be used by offenders
to create and make use of these virtual machines for their activities.
Computer forensics methodologies and techniques have to evolve
to become effective on illicit activities on this new technology.

2.1 Hypervisors

A Hypervisor or Virtual Machine Monitor is used to create
and manage a virtual computer in a host machine. It is typically a
small operating system that does not include hardware drivers. It is
responsible for the hardware virtualization and execution of VM
on top of the virtualized hardware. [5] The virtual machine
presents the appearance of hardware to those processes that run on
it including the resident operating system. [10]

The hypervisor allocates what each independent virtual
machine requires at any given time by intercepting and simulating
all the operating system operations in the virtual machine. It
dynamically partitions and shares the hardware resources such as
CPU, memory and I/O devices. [11]



Current virtualization methods exploit a combination of
hardware (i.e., Intel VTD, AMD Pacifica) and software
mechanisms, such as binary rewriting and para-virtualization. [4]
Hypervisors are classified in two types of virtualization

technologies, type-II and type-I. A type-I virtualization has direct
access to resources, which makes its performance comparable to
that of native execution. In contrast, type-II virtualization incurs
additional overhead due to the layering of the VMM on top of the
host OS when servicing resource requests from VMs. [5]

Type-1 Hypervisor Model

Type-1I Hypervisor Model

Microsoft’s Hyper-V, Xen, VMware ESXi are some examples
of type-I hypervisors that are widely used. On the other hand
hypervisors such as VMware Workstation/Server/Player, Virtual
PC and VirtualBox are some examples of type-II hypervisors
widely used on host operating systems. VirtualBox is an open
source type-2 hypervisor that was originally created by software
company innotek GmbH, which later was bought by Sun
Microsystems, and now developed by Oracle Corporation. On the
other hand, VMware Workstation, which is also a type-2
hypervisor, is a commercial hypervisor created by software
company VMware, which is a division of EMC Corporation. These

two applications are very common and easy to use because of their
graphical user interfaces and extensive documentation. Although
they have similar features, each one of them are good for certain

2.2 Computer Forensics

Computer forensics is the science of acquiring, retrieving,
preserving and presenting data that has been processed
electronically and stored on computer media [9]. Although there
are many techniques and methodologies to perform forensic
investigation on physical machines, very few have been developed
to perform forensic investigation on virtual machines. Some of the
basic forensic methods were to get the target disk without making
any changes or damages to it, analyze the disk and to checksum all
the data before and after the disk have been analyzed.

Virtualization has brought a new challenge for forensic
investigators because they have to analyze systems that by nature
are virtualized and isolated from host computer. Environment
isolation and software compatibility are some of the features that
forensic investigators can use to their advantage to analyze a
physical machine image; however, these same features can be used
by offenders to perform illegal activities.

3. Digital Forensic Method

In order to perform a forensic investigation on a host machine
to recognize, acquire and analyze a virtual machine, we present 4
main steps. In this paper, we present how these steps can be
applied to investigate a virtual machine for criminal activity.
Describing every tool that is mentioned in this paper is not the
objective of this paper; however, their purpose is important to
mention for future reference.

Forensic image creation

Sensitive information identification and recovery
Virtual machine analysis

Documentation

3.1 Forensic Image Creation

The image creation process must always ensure that the data
has not been modified and that the image is complete. Although
this is a basic procedure when performing forensic investigations
on a physical machine and has been described in many books and
websites [put references here], this is an essential procedure for
the investigation of a virtual machine as well. The investigator
should never use the original data to perform his investigation;
therefore, it is important to create an image of the original data so
that the investigator can use it for the analysis without modifying
the original disk. Making a copy of virtual machine file(s) only is
not desirable in an investigation because important files could be
left behind and a complete investigation could not be possible
without this information. Moreover, this information can help the
investigator to gather more information about the virtual machine
or hypervisor that was used. Execution time logs, temporary files,
snapshots locations, Internet activity logs, etc. are some examples
of the evidence that can be collected from the host machine if it is
analyzed carefully. Valuable data related to the virtual machine
may be of vital importance for the investigation; therefore, the
investigator must capture the host media entirely.



Before an image is created, a hardware write-blocker must be
used. Any modifications to the real disk can be detrimental for the
investigation; therefore, using a write-blocker is essential to ensure
no modifications will be made to the original disk. Likewise,
system checksums must be taken to ensure that no data have been
modified after the investigation has been completed. Forensic tools
such as EnCase and X-Ways Forensics are some of the many
available commercial tools to clone a disk or create an image of a
physical disk as well as a virtual machine. Linux live CDs
distributions such as CAINE and Backtrack can be used to clone or
create an image of a disk as well. Likewise, they come with a large
collection of open source forensic tools that can be used for the
investigation. These types of forensic Linux distributions come
with tools that can be used to create raw images of a disk. These
images can be mounted on a different system to analyze it or
extract the virtual machine to analyze it. Graphical user interfaces
such has AIR and GuyMager, have been developed for tools such
as dd and dcfldd, which makes them easier to use for investigator
and users.

Below are some of the main steps that we recommend to follow to
create an image

1. Obtain a hardware write-blocker read data from the
original disk.
2. Checksum the original disk to ensure no changes have

been done to the original disk after the investigation has
been completed.

3. Boot up from a Live CD Linux Distribution to create an
image or clone of the original disk to a different disk.
Commercial application such as Encase or X-Ways
Forensics can be used as well to create an image or clone
of the original disk from in a different system.

4.  Create necessary backups for data redundancy.

5. Store original disk in a safe place

During an investigation, the original disk should never be used
to perform a forensic analysis. It should only be used for reference
to all the forensic findings. Research in new approaches to use 2
different environments to perform forensics has been proposed. [1]
In this research, two environments, conventional and virtual, are
used independently to perform a forensic investigation. The
original disk is analyzed by an investigator with greater experience
in a conventional way; however, the created images are used by a
less experienced investigator in a virtual environment without any
write permission limitations. The less experienced investigator can
report all his findings to the investigator with greater experience to
validate the findings with the original data. This process can be
efficient to analyze data from disk images without altering or
limitation the forensic procedures to extract data from the disk

3.2 Sensitive Information Identification and

Recovery

Before a forensic investigation on a virtual machine can be
performed, it has to be found. An investigator has to find out
whether an illegal activity was done from the host machine or from
a virtual machine. Hypervisors are as any other application on an
operating system. It can be uninstalled, corrupted or even
improperly deleted. Many times the hypervisor will be installed in
the host machine as well as the virtual machine, which makes it
easier for the investigator to come to a conclusion for the type of
system that was used; however, an offender could destroy all

obvious evidence before the host machine is analyzed. This makes
it more difficult for an investigator to detect whether a virtual
machine has been used in the host machine or not. Therefore,
proper analysis of the host has to be performed. Although finding
traces of such application of virtual machine might not reveal all
illegal activities done on the machine, they might give sensitive
information to the investigator to continue his investigation.
Likewise, all information can be crucial for other investigations
and further analysis.

Having a good understanding of the host operating system is
essential for any investigator because it allows him to find
sensitive information about the suspect and his/her activities on the
host machine. Operating systems can create keep logs of what
users have done on a computer for debugging, management and
record purposes. Analyzing this information can be tremendously
helpful to the investigator to recover traces of a virtual machine or
other illegal activities. Windows OS, for instance, creates registry
entries, links, prefetch files, shared dlls, program icons, logs,
thumbnails, temp data, system events, etc. for applications that
have been installed or executed. By collecting and analyzing this
data, the investigator can prove that a virtual machine existed in
the host computer. Looking at file associations located in the
registry can reveal information about applications that were
installed in the host computer to open certain type of files such as
.vmx, .vimdk, .vbox, etc, which are file extensions that belong to
VirtualBox and VMware. Even if the user uninstalled the
hypervisor, these file association would still point to them

Figure 3.2.1 and Figure 3.2.2 are snapshots that we took to
some registry entries that are created every time a piece of
software is open in a Windows OS. The registry entries are
encrypted with the ROT13 cipher, by extracting these entries from
the windows registry and decrypting them we can reveal
information that proves VMware and VirtualBox were open in the
host machine. These registry entries are kept even when the
application has been uninstalled.

Figure 3.2.1. Encrypted String

"\Qrivpr cacaf 3301 S0 canaf 35901 -12juer-Shextonba-styy-7. 151 T ner-

Shextongvha-shyy-T, 1, 3-32428, rhr=hex:00, )
01,00, 00,00, 00,00, 10,57, 00, 00, 00, 24, 58,03, 00,00, 00, 80, B 01, 00,80, £, 00,00,
81, £, 00,00, £0, 58, 10,00, 20, b, 0, 00,80, £, 00,00, 80,5 00, 01, B0, bf, 00,00, 80,
b, 0, 00,80, B¢, 3¢, 5, £, £, 00,0, 00, 01, 00,00, 00, 00, 30, 00,00, 10

" TRSA0RS-N050-403P- G748~ POSZROCRSAR} | I2gner | ITiner

Joexfonovha) iziner el "=hex:00, |
01,00, 00, 12, 1, 00,00, 00, 20,08, 00 00, 00,20, 8, 0,00, 30,2, 0, 0, 80, £, 10,00,
80, £, 00,00, 60,8, 10,00, 80, b, 0, 00,80, £, 00,00, 50,5, 00, 00, B0, bf, 00,00, 80,
b, 0, 00,80, B¢, 38,55, £2, 65,0, e, 00, 2,23, 4, cb, 01, 00,00, 10,10

"3iner  Jaex e, ek =hexs 00, 00, 00, 10,00,00,00, 0,02, 00,00, 00, 45,43, 00,00, |
01,00, 80,5, 00,00, 80, 10, 00, B0, b, 00,00, 80, K€, 10,10, 80, b, 00, 00,80, B, 00,
00,50, B¢, 00, 00, 80,52, 00,00, 80, uf 00,00, 80, b, % £2 8 2,01, 00, 00,00, 00,00,
01,00, 00,00, 00,1



Figure 3.2.2. Decrypted String

"\ Device)\pfnfs 35901, $D0. pinfs 3591 1-Vvare-norkatation-full-2, 1,3} Mvare-

morkstation-full-7,1,3-324285, exe=urk: 00,
00,00, 00,00, 00,00,00,07,00,00, 00,24, 28, 03, 00,00, 00, 80, 02, 00, 00,80, 0=, 00,00,
80, 08,00, 00,80, 2,00, 00,30, 08, 00, 00, 80, 02, 00,00, 80, 02, 00, 00, 80, 02, 00,00, 80,
0z,00,00,80, 08, 32,33, 23, 53,00, 00,00, 00, 00, 00, 00, 00, 00, 00,00, 00

(70540 -A0FB-4RTC-B74)-COF2E0RIF ARE) \ \ Vimare) \ Viinare

Torkstation! \wware . exe"=uk:00,)
on, 00, aa,.02,00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 80, 02, 00, 00,80, 02, 00,00,
0, 0z, 00,00, 80, aa, 00, 00, &0, 02, 00, 00, B0, 0=, 00,00, 80, a2, 00, 00, 80, 08, 00, 00,80,
0z,00,00,80,08, 83, 28, 58, 83, 40, at, 02, ur, £3, 06, po, 01,00,00,00,00

"}, Horkatat ion.vid "=urk:00,00,00,00,00,00,00,00,02,00,00,00, 45,43,00,00,)
(0, 00, &0, 02, 00, 00, 80, 03, 00,00, 80, aa, 00, 00, 80, 02, 00, 00, 80, 0=, 00,00, 80, 02,00,
DD,ED,gg,DD,DD,BD,DS,DD,DD,BD,OS,DD,DD,BD,Ds,ss,ss,ss,ss,DD,DD,DD,DD,DD,DD,\
00, 00,00, 00,00,00

\

This is just one location of many in which Windows save files
or logs that belong to executed applications or previously installed
applications. This data must not be overlooked because it can be
crucial for the investigation.

Files can get corrupted or deleted before an investigation can
be performed. However, they can be fixed and recovered under
certain circumstances. Deleted files can sometimes be recovered
from temporary locations such has the Windows recycle bin or
trash in a Mac, which are basically holding areas for deleted files.
Depending on the virtual operating system, most virtual machine
files are big, so operating systems do not move them to a
temporary location because they would occupy a lot of storage
space. Most operating systems do not overwrite the blocks on the
hard disk that the file was written on when a file is deleted from
the file system that the OS is using. Instead, they simply remove
the file’s reference from the containing directory. [7] In Windows
systems, when a file is “deleted” its data link is actually removed
from the Master File Table and marked as “overwritable”;
however, the file itself can be recovered by using third party
applications under certain circumstances. These third-party
applications can be used to recover files even after they have been
overwritten several times.

Files such as deleted snapshots, virtual machine configuration
files and virtual hard drive files could be recovered by analysis the
disk for deleted data. Recovering these files is essential for the
investigation. Applications such as UNDELETE, Handy Recovery,
R-Studio, Photorec/Testdisk are some of the many applications
that can be used to recovered delete information from a disk. Once
the files have been recovered the investigator can analyze them and
use them to continue with the investigations. Although file
recovery is possible with the right tools, they are some limitations
to that can make file recovery almost impossible.

File encryption

Performing a forensic investigation on an encrypted can be
difficult for an investigator because the data cannot be decrypted
without the right key. Recovering an encryption key could be

possible by performing a cold boot attack on a physical machine to
recover the encryption key before it disappears from memory after
the machine has been turned off [6]; nevertheless, this can become
difficult to do because investigation could be made days or even
months after the original disk have been recovered.

Physical destruction

In order to cover and hide all evidence, an offender can
destroy the disk before it is recovered to be analyzed by an
investigator. The offender could burn it or shred it to make an
investigation on the disk impossible. Causing physical damage on
the disk can be detrimental for the investigation because
conventional tools could not be used to recover data from the disk.
Although the act of destroying the disk could be used against the
offender, it might not be enough prosecute the offender.

Degaussing

The offender could degauss its hard drive by exposing it to a
powerful and alternating magnetic field to remove all previously
written data. Degaussing the drive to randomize the magnetic
domains will most likely render the hard drive unusable in the
process. [7] An examination on the disk would be useless because
conventional tools might not be able to recover any useful
information.

Gutmann method

An offender could use use anti-forensic tools that use Gutmann’s
method and make data difficult or impossible to recover.
Gutmann’s method is a way to overwrite data many times with
alternating patterns in order to expose the data to a magnetic field
that oscillates fast enough that it flips the magnetic domains in a
reasonable amount of time [8]. Open source, commercial and free
tools have been written that use Gutmann’s method ot similar
methods. These tools can help an offender to delete sensitive data
on a disk and make its retrieval difficult to perform.

Forensic investigation can become difficult to perform because
of these limitations. Nevertheless, when the data cannot be
recovered, the investigator must look for new alternatives to
continue with the investigation. . It might be impossible to examine
the virtual machine if the original disk has been destroyed or
sanitized. Nevertheless, data backups, Internet activity logs,
removable media analysis are some information alternatives that
must be examined to continue with the investigation and to gather
as much information as possible about the suspect. Although, they
might not reveal as much information as the actual virtual
machine, they could help to discover new clues such as passwords
or information for remote backup locations that can be located
before they are destroyed.

Although file corruption is not as common as it used to be, it
can happen. Bad sectors, lost clusters, directory errors, etc can be
some of the causes for file corruption; however, some disk tools
could be used to fix these problems. Some operating systems such
as Windows and Linux have tools that can be used to recover or fix
corrupted files. If the virtual machine files have been recovered
successfully the investigator can start performing an analysis on
the images.



3.3 Virtual Machine Analysis

Depending on the investigation, analyzing the virtual machine
can be very time consuming. The virtual machine can be analyzed
by mounting it as a hard drive in a different machine or by using it
with a hypervisor to get access to the virtual environment. There
are many different hypervisors with their own proprietary file
formats; hence, identifying the right format is very important for
the investigation. Snapshots can contain sensitive information that
can help for the investigation, thus they must be extracted and
analyzed to see what changed have been made from the snapshot
to the original virtual machine. Snapshots can provide useful
information to the investigator about time and dates for files that
were created or open when they were used with a virtual machine.

In order to analyze the virtual machine, the investigator has to
get access to it. VirtualBox, for instance, supports Virtual PC and
VMware image formats. By using VirtualBox an investigator can
get access to the virtual environment of the virtual machine disk,
even if, the virtual machine format is different. Similarly,
Liveview, which is a java application, can create a VMware virtual
machine out of a raw disk image or physical disk. By doing this,
the investigator can analyze the content of the image. Other
applications such as SmartMount and Mount Image Pro can be
used to mount images to a system to analyze the content of the
image. Most hypervisors come with a feature to take snapshots.
This can be useful for an investigator to have different
investigation stages during the virtual machine investigation as
well as to compare results with different forensic tools when they
are used on the same data and same virtual machine state.

Although the virtual operating system might have a password
protection for the user account, the investigator can boot a live CD
Linux distribution ISO image such as Backtrack or Ubuntu through
the hypervisor to get access to the virtual machine content and
change the password to get access to the virtual operating system
environment. Chntpw, for instance, can be used to remove or
change the password for a user account that is a member of a
Windows OS. This is one of the many available password recovery
tools that can be used to change or remove an user password.

As previously mentioned, the investigation must not be
performed on the original data. An image of the data must be used.
When the virtual machine file(s) are extracted from the created
image, it must be analyze with the right tools. Once the
investigator gets access to the virtual environment he can make use
of many forensic tools that work for physical systems. A virtual
machine environment is very similar to a physical machine
environment. Thus, software that works in a physical machine has
a great possibility to work in a virtual environment as long as the
software is compatible with the virtual operating system. The tools
depend on what the investigator is trying to investigate. File
search, metadata extractors, file recovery, password recovery, log
recovery tools are some of the many tools that can be used by an
investigator to extract specific information from files that must be
analyzed. Commercial forensic tools such as Encase, FTK and X-
Ways Forensics can also be used to analyze and extract data from
certain files such as email files, videos and pictures. Similarly,
open source tools such as Autopsy (GUI for the Sleuth Kit) can
also be used for a forensic examination. The scenarios can be many
and it depends on what the investigator is trying to analyzed.

3.4 Documentation

Documentation about what has been found is crucial for the
investigation. Likewise, it is necessary because it helps for any
other future investigation that needs to be performed on the same
data. Keeping record of who accesses the data, what they do with it
and when they accessed it is very important for the investigation
because it can ensure that all the changes and finding are valid. If
any changes had to be made for any reason to the original disk,
they must be recorded to validate them to the authorities or all the
people that are involved in the investigation. Other investigators
might need to analyze the data; hence, any changes to data must be
notified to them.

All activities related to examinations, transfer of evidence,
storage must be documented and available for future investigations
or reviews. Many forensic tools come with their own report forms
that can be used for simple documentation. However, a more
detailed documentation is desired for any investigation.

4. Conclusion

Although virtualization has helped IT infrastructures to
reduce costs, it has brought new challenges for forensic
investigators. As with any rapidly growing technology, there will
be those that will use it for criminal activity. Because of this
rapidly growing technology, forensic investigations can become
more difficult to perform because offenders can make use of it to
try to bypass traditional forensic investigations that have been used
on physical machines. New techniques and methodologies are
needed to perform proper analysis on virtual machines. Although
traditional forensic techniques can work to analyze virtual
machines, new techniques must be developed to keep up with
current and future computer technologies and how offenders can
make use of these technologies to their advantage.

Forensic image creation, sensitive information identification and
recovery, virtual machine analysis, documentation are the main
steps that are mentioned in this paper to perform an efficient
forensic investigation on a host machine. Although there are
limitations that can affect the result of the investigation, an
investigator can get a fair amount of sensitive information by
following them.

In order for an investigator to perform an investigation on a
system, he must become familiar with the host system to extract as
much information from it. Even though an investigator might not
be able to recover a virtual machine because of what the offender
has done to it, he can still analyze all information that he can
extract from the hypervisor itself.

In this paper, the main steps of a general methodology were
presented to explore how an investigator could identify, acquire
and analyze a virtual machine. Although this methodology is not
perfect and future work is needed, it shows what could be done
when an analysis on a virtual machine is needed to be performed.
Virtualization is a technology that is here to stay, so research is
needed for better and proper forensic analyses.

S. Future Work

Future research in the area of file acquisition and recognition
is needed. Although the method that was mentioned in this paper
can be used to perform forensics on a host system and its virtual



machine(s), work is needed on this method to overcome its
limitations. We will do this by finding new ways to recover as
much sensitive evidence and information from what the offender
has done, even if, the virtual machine cannot be recovered. Work
on live data acquisition and analysis will be done to prevent loss of
potential valuable evidence such as encryption passwords and
memory resident malware traces. This is important to us because it
greatly increase the efficiency of an investigation. We will do this
by developing new techniques to extract data from a virtual
machine or host machine while the system is running. Although
this is just the beginning for us, it is an important step for further
research in the areas of virtualization and digital forensics.
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